MOHAMAD SYAZWAN BIN MOHD SHUKRI

SOC Analyst | CompTIA Security+ Certified
Penang, Malaysia | syazwanshkril@gmail.com | linkedin.com/in/syazwan-shukri | mosyaz.my

PROFILE

SOC Analyst at BitRanger Sdn. Bhd. through Khazanah Nasional's K-Youth Development Programme, with prior hands-
on SOC internship experience at Heitech Padu Berhad monitoring SIEM alerts, investigating incidents and blocking
threats across enterprise firewall, WAF and endpoint security tools. CompTIA Security+ certified with a networking
foundation (MTCNA) and a Bachelor's degree in Computer System Security.

Core skills: Alert Triage - Incident Investigation - Log Analysis - I0OC-based Threat Hunting - Firewall & WAF Blocking -
Endpoint Monitoring - Threat Intelligence

WORK EXPERIENCE

SOC Analyst | BitRanger Sdn. Bhd. (CyRes, USM, Penang) Aug 2026 - Present
¢ On-the-job training under Khazanah Nasional's K-Youth Development Programme, with BitRanger as host company.
¢ Working in BitRanger's Security Operations Center on security monitoring, alert triage and incident investigation.

SOC Analyst (Intern) | Heitech Padu Berhad Oct 2024 - Feb 2025
¢ Monitored and triaged security alerts in Stellar Cyber and RSA NetWitness SIEM to identify potential threats.

¢ Investigated incidents by correlating logs, alerts and threat intelligence to assess impact and recommend mitigation.

¢ Conducted IOC-based threat hunting to detect ransomware, malware and other suspicious activity.

¢ Contained threats by blocking malicious IPs on Palo Alto, Huawei and Sangfor firewalls, and web-based attacks via
FortiWeb WAF.

¢ Monitored Bitdefender and Trend Micro Deep Security endpoint protection against malware and unauthorized
access.

Telecommunication Drafter Engineer (Intern) | ECHO Broadband Sdn. Bhd. Mar 2021 - Jul 2021
¢ Drafted fiber optic network routes on geographical maps using Smallworld PNI, Netwin and Excel, and produced
Single Line Diagrams (SLD).

CERTIFICATIONS

CompTIA Security+ | CompTIA Dec 2023
MikroTik Certified Network Associate (MTCNA) | MikroTik Dec 2020
EDUCATION

Bachelor of Information Technology (Hons.) in Computer System Security Oct 2021 - Feb 2025

Universiti Kuala Lumpur, Malaysian Institute of Information Technology (UniKL MIIT) | CGPA 3.50
Dean's List: Semesters 1, 3, 4 and 6

Diploma in Electronic Engineering (Data Transmission & Networking) Oct 2018 — Aug 2021
MARA Japan Industrial Institute (MJII) | CGPA 3.55
Dean's List: Semesters 1, 3 and 4 - Gold's Award - Director's Award

PROJECTS

Crowdfunding Platform Using Blockchain | Solidity, MetaMask, Polygon

¢ Developed a crowdfunding web application using smart contracts on the Polygon Amoy testnet to make fund
allocation transparent and tamper-resistant.

¢ Integrated MetaMask wallet authentication to secure user access and transactions.

¢ Mitigated OWASP smart-contract vulnerabilities, including integer overflow and unchecked external calls.

Smart Dustbin Using ESP32 and loT | ESP32, C++, Blynk

¢ Built an ESP32-based smart bin that notifies cleaners through the Blynk app when full, with an automatic lid using
ultrasonic sensors, an LED fill-level indicator and audio prompts.

TECHNICAL SKILLS

SIEM Stellar Cyber, RSA NetWitness

Endpoint Security = Bitdefender, Trend Micro Deep Security

Firewalls & WAF Palo Alto, Huawei, Sangfor, FortiWeb WAF
Networking & OS MikroTik RouterOS, Wireshark, Kali Linux, Windows

Programming Python, Java, C++, Solidity (basic); Arduino IDE
Languages Malay (native), English (intermediate)
REFERENCES

Available upon request.



